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• Remark
• Computational security subsumes symbolic security

• Symbolic security models attackers by specifying what attackers can do
• Computational security models attackers by specifying what attackers cannot do



Literature

• How to prove computational security?
• Manual Proof by cryptographers > Theorem Proving > Model Checking
• De facto standard for TP : Universal Composability (UC)

Real
Protocol

Ideal
Protocol≈

A Polynomial-time TM cannot 
distinguish between the two

Computational
Indistinguishability

:



Universal Composability

• Pros: Composability
• Cons: Scalability

• = : exact equivalence (bisimulation)
• ≈ : approximate equivalence

• (computational indistinguishability assumption)



Contribution

• IPDL (Interactive Probabilistic Dependency Logic)
• Protocol description language

• for distributed, interactive message-passing cryptographic protocols
• Equational logic for = & ≈

• sound w.r.t computational model (i.e. ㅏP ≈Q implies ㅑP ≈ Q)
• does not require explicit bisimulation

• This paper introduces IPDL & mechanizes it in Coq



IPDL : Basic Syntax



IPDL : Hello World!

=

Real Protocol

Ideal Protocol

Goal : Prove the Exact Equivalence



⋯



IPDL : Hello World!

=

Real Protocol

only sound when c is used linearly!



IPDL : Hello World!

=

reactions form a commutative monad



IPDL : Hello World!

=

axiom for exact equivalence : flip() = flip() xor y



IPDL : Hello World!

=

axiom for exact equivalence : 
1) y xor y = 0
2) x xor 0 = x

Ideal Protocol



Computational Security, Intuitively

• How to define the computational security P ≈ 𝑄 ∶ 𝐼 → 𝑂 ?
• by Security Game b/w adversary & protocol:

• for each round:
• adversary gives input
• protocol returns output

• adversary guesses P / Q

• If P = 𝑄 ∶ 𝐼 → 𝑂, Pr(adv. wins) = 0.5, for any adv.
• If P ≈ 𝑄 ∶ 𝐼 → 𝑂, Pr(adv. wins) = 0.5 + 𝜖, for polynomial adv.



Modeling Computational Adversaries



// update state

// give input to P

// get output from P

// either way, update the state accordingly

// evaluate P as much as possible

// output may or may not be available



Probabilistic Poly-time Adversary



Computational Security, Formally



⋯



Recall : Universal Composability

• Using equational logic for = & ≈, we deduce 𝜋 ≈ 𝐼𝑑𝑒𝑎𝑙 .
• Note that each 𝐻1 ≈ 𝐻2 is an axiom, assuming computational 

indistinguishability defined previously, holds

< 𝝐< 𝝐



Recall : Universal Composability

• Using equational logic for = & ≈, we deduce 𝜋 ≈ 𝐼𝑑𝑒𝑎𝑙 .
• Note that each 𝐻1 ≈ 𝐻2 is an axiom, assuming computational 

indistinguishability defined previously, holds

• BUT!
• What if axioms are used exponentially many times in the proof?
• Then the equational logic is no longer sound! (why?)

< 𝝐< 𝝐



Judgment for Approximate Equivalence

≈ ≈ ≈𝑙

𝑘

⋯



⋯

focus on how (k, l)’s are updated!



Soundness of IPDL
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