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Challenge



Analysis

usage: 
            $ ./target str n

strncpy(ebp-0x200, str, n)

seems promising..



Analysis

usage: 
            $ ./target str n

asserts strlen(str) < 0x1FF

strncpy(ebp-0x200, str, n)



Seems there’s no way we can overwrite outside of the buffer.

 EXCEPT ..



Seems there’s no way we can overwrite outside of the buffer.

 EXCEPT ..

zeroing out!



Observation: strncpy(buffer, “hello”, 100) gives 

man strncpy

h e l l 0 \0 \0 \0 \0 \0 \0 \0 … \0



Potential Exploit

usage: 
            $ ./target str n

exploit: 
            $ ./target payload n

, where len(payload) < 0x1FF and n > 0x200

.. and it will zero out memory below ebp!





Yet another CRUCIAL observation ..





Observation: nested functions again!



Observation: nested functions again!

Hint: steal the ideal from the previous challenge!



Observation: nested functions again!

Hint: steal the ideal from the previous challenge!

Key Takeaway from shortage:
“ebp is all you need” for control hijacking



Memory Layout



./target payload 0x201



leave = mov esi, ebp; pop ebp



Redirection along ebp -> stub -> nop sled



Q. but why ebp? why not overwrite ret directly in the first place, if we can overwrite ret?

A. because the address in ebp is close to the buffer!



Thank you!


